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1.1 4 5B/

KRB RAF LKAR T #E OTA AR S BEEN, EHE OTA ARBVRIEURERS
7%, HT#E Android OTA FIEBIE T,

1.2 EAERE

FRHUEA T Android 15 &4,

1.3 fxXAR

ARG RN

1.4 BAPARIE /

o OTA: (over-the-air) T T H K. 45 Android RFHREMIIRAERGEFAR AR, BNET TLME
"FEEE%@#%&?&HE%Q&?,;L, MmAHEI B L&A NH TIERE,

e boot: boot £ X, &% Linux NIz &/ B root XGRS, BRiES system X UNE
X,

e system: system 53X, B% AOSP(Android Open Source Project) IR Fi N FBIEF UM EX o
EBRET, ZAKEURBEFHEH. ENARBIREBT OTA ALIIEFHE,

e recovery: BEE T Linux &4, 815 Linux RIZLURB A recovery B9 Z# I ol 17X,
recovery NERRA T IENEMNBHRENSEREHMO X,

¢ vendor: vendor X &% 7 AOSP(Android Open Source Project) F R B &RBHIARFIZF U
REXH, ZRXKURERRER, ENRBEREBE OTA ALA =W ZE

o data: AT ota B, EIFHIE R FrIEX data ZEBIAR,

o Virtual AB <({&#F: VAB) 5 AB ZRAFEMEY, FRETFETF Virtual AB B9 super X 2EABY, mha&
8

e vendor_dlkm: vendor_dlkm 72X, fiF super B XH, BEEFK vendor X T8 lib/
modules BR TR ko X, 797 /A& ko X2 Ihithi##1T OTA A4K.
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2.1 EliEN

2.1.1 Device-mapper

—_—m

[system

~

RN
dm-verity

super

2-1: Device Mapping

System 73 X B dm & & AN E LR,

BEERWESHKX: super X,

FZERA dm-linear IRALIMM s ZESX : 79/dev/block/mapper/system_a 73X,
FE=EEH dm-verity ALK SX . F/dev/block/mapper/system-verity 93X,
&fg system 3 X#EH 7E/dev/block/mapper/system-verity 53X _EE,

o
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2.1.2 Dm-snapshot

[ dm-snapshot-origin } [ dm-snapshot ]

reads

reads
[writes writes

| original device J

(base) ( COW device J

2-2: Dm Snapshot

Dm-snapshot 73 X P9 ™M& & H M.

1. JBE system 3 XHEIEH base &

2. COW i&& AFRRTE base I &N

3. Dm-snapshot & #&H snapshot BireliE, £ dm-snapshot 1&&E X4 =5 2l COW &&F
F, M dm-snapshot i&&1E3 4, MM base 1&&H COW IR &S, MR HED dm-
snapshot &5, MM COW &&EHIR; TNM base 1&&HI%,

4. dm-snapshot-origin & & H snapshot-origin BirtlE. EEXHFE M base & & HITIR
B,

2.1.3 misc HX7TE

misc 22X FF BootControly recovery L bootloader Z B]B)i& (S,

y

0~4K:
struct bootloader_message_ab {
//®non abdbootloader_message@—1£8Y, FfEbootloaderSrecoveryBEIHXER
struct bootloader_message message;
//ab R&slotiEXE S o
char slot_suffix[32];
//BATFEEOmahaE {58, MR update_enginersOmahagi¥
char update_channel[128];
[[REF
char reserved[1888];
L

bootloader_message_ab.slot_suffix = bootloader_control
0 ~ 2k: bootloader_message

2k ~ 2k +32:
struct bootloader_control {
J/NUL & 1E895E RIS lotiE 4R
char slot: suffix[4];
//Bootloader Control AB (&K (BHER—NEHREER)
uint32_t magic;

/[TETE BRI R
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uint8_t version;

J/IETEEERslot MR

uint8_t nb_slot : 3;

[/EiR BT E BRI SR EL

uint8_t recovery_tries_remaining: 3;

//EhE S KBy snapshot S HEPRTS

uint8_t merge_status: 3;

[/REBF

uint8_t reserved[1];

//FRERslotIfE R, ®=ZMEslot

struct slot_metadata slot_info[4];

[/RB=F

uint8_t reserved1[8];

[/WFEEZ RIBFE 28 N FHHICRC32 (NEEFIET)

uint32_tcrc32_le;
}__attribute__((packed));

struct slot_métadata {
//slotffiLscék, 15h®E, LARIE, ONATFEIZE
uint8_t priority : 4;
[/slottY =ik B EhTIFIREL
uint8_t tries_remaining: 3;
//slot@ERRINEEN, MIhA1, EWARO
uint8_t successful_boot: 1;
//slotR@E R Adm-verityfR IR iR, 1, BNHO
uint8_t verity_corrupted: 1;
//slotREF
uint8_t reserved : 7;
} __attribute__((packed));

2.1.4 PENE

bootloader_a

F bootloader_b

y boot_a
boot_b
dtbo_a
dtbo_b

vbmeta_a

. vbmeta_b
Y —
O init_boot_a
init_boot_b
system_dlkm_a

system_dlkm_b

vendor_dlkm_a

vendor_dlkm_b

super

system
vendor

product
odm

2-3: VAB Partitions

BT super X, HMHOXMREFEEHR, HEEH N AB DX, EH super 7XAHD AB, M
Hhn XXy, Frld virtual AB tb AB RAETAE L T8,

B ACE Sk HiE Android HXRECE T
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# device/softwinner/saturn/common/storage/config.mk
PRODUCT_VIRTUAL_AB ?=true
ifeq ($(PRODUCT_VIRTUAL_AB); true)

# boot hal

PRODUCT_PACKAGES +=\
android.hardware.boot@1.2-service \
android.hardware.boot@1.2-impl \
android.hardware.boot@1.2-impl.recovery

# Virtual AB

PRODUCT_PACKAGES +=\
bootctrl.updateboot \
update_engine_sideload \
update_baoot \
update. recovery_boot \
update_engine \
update_verifier

PRODUCT_PACKAGES_DEBUG +=\
bootctl\
update_engine_client\
r.vendor

PRODUCT_HOST_PACKAGES +=\
brillo_update_payload

# Enable Virtual A/B
endif

PRODUCT_PACKAGES += Update

A
¥
y

CONFIG-AW_BUILD_VENDOR_TARGET_FILES_ONLY ?=false
CONFIG_AW_BUILD_FRAMEWORK_TARGET FIEKES_ONLY ?= false

# device/softwinner/common/grf/config.mk

ifeq ($(CONFIG_AW_BUILD_VENDORSFARGET_FILE_ONLY),true)
PRODUCT_BUILD_SYSTEM_IMAGE := false
PRODUCT_BUILD_PRODUCT..IMAGE := false
PRODUCT_BUILD_SYSTEM_EXT_IMAGE := false
PRODUCT_BUILD_SYSTEM_OTHER_IMAGE := false
PRODUCT_BUILD_SYSTEM_DLKM_IMAGE := false
PRODUCT_BUILD_PVMFW_IMAGE := false

PRODUCT_BUILD_SUPER_PARTITION :=false
PRODUCT_BUILD_SUPER_EMPTY_IMAGE :=false
endif

ifeq ($(CONFIG_AW_BUILD_FRAMEWORK_TARGET_FILE_ONLY),true)
PRODUCT_BUILD_BOOT_IMAGE := false
PRODUCT_BUILD_DEBUG_BOOT_IMAGE := false
PRODUCT_BUILD_DEBUG_VENDOR_BOOT_IMAGE:= false
PRODUCTBUILD_INIT_BOOT_IMAGE := false
PRODUCT_BUILD_RAMDISK_IMAGE := false
PRODUCT_BUILD_VENDOR_BOOT_IMAGE := false

$(callinherit-product, $(SRC_TARGET.DIR)/product/virtual_ab_ ota/compression_with_xor.mk)
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PRODUCT_BUILD_VENDOR_DLKM_IMAGE :=false
PRODUCT_BUILD_VENDOR_IMAGE := false
PRODUCT_BUILD_VENDOR_KERNEL -BOOT_IMAGE :=false
PRODUCT_BUILD_DTBO_IMAGE :=false

PRODUCT_BUILD_RECOVERY_IMAGE := false
PRODUCT_BUILD_ODM_DLKM_IMAGE := false
PRODUCT_BUILD_ODM_IMAGE := false
PRODUCT_BUILD_VBMETA_IMAGE :=false
PRODUCT_BUILD_USERDATA_IMAGE := false
PRODUCT_BUILD_CACHE_IMAGE :=false

PRODUCT_BUILD_SUPER_PARTITION :=false
PRODUCT_BUILD_SUPER_EMPTY_IMAGE :=false
else

PRODUCT_BUILD_VENDOR_BOOT_IMAGE :=true
endif

AB_OTA UPDATER :=true

AB_OTA_PARTITIONS +=\
vbmeta_vendor\
vbmeta_system

ifneq ($(PRODUCT_BUILD_VENDOR_IMAGE),false)
AB_OTA_PARTITIONS += vendor

endif

ifneq ($(PRODUCT_BUILD_VENDOR_DLKM_IMAGE),false)
AB_OTA_PARTITIONS +=vendor_dlkm

endif

ifneq ($(PRODUCT_BUILD_BOOTLIMAGE),false)
AB_OTA_PARTITIONS += boot

endif

ifneq ($(PRODUCT_BUILD_VENDOR_BOOT _IMAGE),false)
AB_OTA_PARTITIONS += vendor_boot

endif

ifneq (S(PRODUCT_BUILD_INIT_BOOT IMAGE),false)
AB_OTA_PARTITIONS += init_boot ;‘
endif )
ifneq (S(PRODUCT_BUILD_VBMETA_IMAGE) false)
AB<OTA_PARTITIONS +=vbmeta

endif

ifneq (S(PRODUCT_BUILD_SYSTEM(_\DP_KM_IMAGE),false)
AB_OTA_PARTITIONS += system <dlkm

endif

ifneq ($(PRODUCT_BUILD_SYSTEM_IMAGE),false)
AB_OTA_PARTITIONS += system

endif

ifneq (S(PRODUCT_BUILD_PRODUCT_IMAGE),false)
AB_OTA_PARTITIONS += product

endif

ifneq ($(PRODUCT_BUILD_DTBO_IMAGE),false)
AB_OTA_PARTITIONS +=dtbo

endif
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3.1 OTABE1T/RIE

Android T &1E#t Google diff arithmetic ZH#1&, ARBZIFTEARUNES ALK, OTAE

TIREEWN AR,

Network

OTA Server Device

3-1: OTA =T RIEE

1. OTA Server J\J\XTE%?@L?‘TJ:{?, TR AEEE,

2. FREEEBR Android R4S, BEENHIEIANEHEN G, HERFFHHTEREL
AR A EH,

3. kEES wifi MEHTTERN FE, RETHEN L.

(\\)

3.2 OTA HERIEN B

3.2.1 ER L OTA AT

EHEREREM,

—— META-INF

| L——com

| ——anroid

| F—— metadata (BEFEMNAREE, X\, IEBF)
| —— otacert (BRIEH)
F——npayload.bin(EHEERNE)
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l ~——payload_properties.txt (EFEHA/), BEESE) J

HAE) OTA ALRIZR AR LI AU TSR

1. RE=FABMNE OTARS SR, HWIAERENTTAHLMY. ARETLIETEEREBARE
=E, HELUUR, SDFK, BolERNEXHITHR.

2. FHETHE data PX (AIHE data/ota_package, HLAF XXM 777 1R, selinux HHXER
B) o

3. EELIRENENEM payload_properties.txt, HIRIEEHEEXNEHEMHKIIL, REEHAR
XSRS RITERE 4

4. A RecoverySystem.verifyPackage B1THRKRLE (INEEZ R SF Fsystem/etc/security/otacerts.

ZpXF#ATIOUE) , A UpdateEngine.applyPayload #17F%K,

UpdateEngine A MIERNE T %, BEMIN—HER,

ERMERLERG, 17T uboot. bootloader FEHILEHAR.

EFNERE, FEER Merge B, Merge RIEART %, BEHRN—THER,

KWELRHLE: EEEE, MREMEY WRBERBELEEEFN) , WEXBEIRE E—hR

7,

XN o U

3.2.2 UpdateEngine A&z

AEARBESIET . android/system/update_engine/EF T
1Bid main.cc HNFERRIE, FAREED

1. ARETH.
2. Mafe. /
3. E#flo

3.2.2.1 #4ak

IR EBREE T
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#eatt
CommandLine

'

WA ETRRSS

'

PayloadiQl&

!

BRIV

\

SRS B

!

2]

'

$2INETHRE

3-2: Update Init

VISR ERARTE: update_engine_client_android.cc.
#%a1k CommandLine,

FREY UpdateEngineService RS, FHHMERSIRE.

155 Payloads HEREAS, AEAEI N T RZTE,
AFRBINBVERT, EERRLE —REINAREVEE XA IR,
SBEEH 512 daemon, 4

[ 8B #To

binder & IEIZITIBEA4PE EH15/2E daemons

(\\)

TEHREFERRANAERMENANS, BIEMRSRZERE update_attempter_android.cc
89 ApplyPayload,

© N kW

3.2.2.2 EH

LN
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EMMEBREa T

SR A

EREES.
F3REEHT Actions,

% EEHRSHER,
BRI

PITEH Actions.
E# Merges

=ed

!

N F3Playload

'

FgEEFrActions

v

RERSHIBA

!}

EFRFRE

'

AL IEFT R

3-3: Update Main

Y
¥
)

TEENFE NSO #TRTHR, TLHEEHA Merge.

—. BEHEIES

g

EFTAS I

:

keyEexd

Y

#ka1Linstall plan

3-4: Apply Payload
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1. BEFRES L,
2. key KEFIRE,
3. #1381k Install Plane

SRR

install_plan_:

download_url FEREZE

version Rz

payload: {size, metadata_size, type}
public_key_rsa A3
hash_checks_mandatory 3&#lhashiz
is_resume payload BIMEE
source_slot Fslot

target_slot B#Tslot
powerwash_required 3277775
switch_slotion_reboot EF3c#slot
run_post_install REFiE1T
write_verity 5 NIIE

install_plan B2& T IRM B4x slot. payload 58, RELEA. KXk slot. FITLREGREZFZERN
o

a1k InstallPlan f&, =#1% 1 fetcher, —1 HttpFetcher 3R, @& 7 EMENERE. THH
NEE, TEMAT Download EMBMEL. AEFBINEEHIActionss

—. TEFEH Actions

ActionsfJig{t,

I

y

Actions&#iE

y

ActionsfA%I{t

3-5: Build Actions

& Actions £ E 2% update_boot_flags_action, cleanup_previous_update_action, in-
stall_plan_action, download_action, filesystem_verifier_action, postinstall_runner_action
73 Actions ¥ processor BY Actions BA%!H,

FREERNE—NRAY, EXEEE
android/system/core/fs_mgr/libsnapshot/include/libsnapshot/snapshot.h.

= REEHRENEA
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TEREN:

VA EFTRTS

Y

MERE S ITEFT

v

EEHENE

3-6: Set Status And Notify

BREDA:

None BH#iZE®R

Initiated #I%& 1k

Unverified SRI&IE

Merging & E#

MergeNeedsReboot i&Kreboot&HEH
MergeCompleted & 52

MergeFailed &3 KK

Cancelled BGH

o, EHmLT

FEMEN:

v
"

&Bpayload=iz;
IREL
(\\)

Y

IREEFTHT

Bk

3-7: Update Prefs

FHRFNEE TRt 2381d metrics_utils TERIERES,
F. BH Actions

FEMEN.
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WiTprocessorfy
actions_fAZIAZE

Y

ActionsfEBINEE

3-8:Actions Done

WITEMREETEME, BZWERN Actions —M—"11TH push, SHITE— Actions BY
PerformAction()o

BRI EFGES LT/ Actionss

UpdateBootFlags
Action

Y

GetCléanupPrevi
alisUpdateAction

!

InstallPlanAction

\i

s;
DownloadAction

!

FilesystemVerifier
Action

- v
PostinstallRunner.
Action

3-9: Actions

TERFAHR, TEREREINH4E L update_engine BR AE .

1. update_boot_flags_action

WAFRE © BRiBeERHERNERAE. RE—LTIF
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#i#rboot flagsE
FRE

v

frigboot{k®

v

ActionsF=Ek

3-10: Update Boot Flags Action

FERBESET update_boot_flags_action.cc, fEARE: #5ic boot EF .

2. cleanup_previous_update_action

FIEMESEEE A
VABIZE

v

{EFE5BootzEmt

v

1B & FBootims
SeRk

v

S Mimetadatas
TEH

4 BlgEsSnapshotig |
o @ o 3

N
Y

SE—REN
MergeFsrk

A

3-11: Cleanup Previous Update Action

FERBE ST cleanup_previous_update_action.cc, {fEARR: BREI—XEH,

HENZRIEEESSFUNARKBTMR (sys.boot_completed BIEFRIZN true) , AFRI
Boot REHATICNEIKTN. BEIFREHING, MM metadata 7 XEHEH,. FIMHEIES
W F recovery, SNRLF, NBIE SnapShot &%, REFEFI—AEFHEFHMRI;, FLATFUE
BEEGFI—AENEFHHY. &HERBEIFRE UpdateState, HEEMT SR THAMER, &FHK
INfE, M=k[E kSuccess,
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3. install_plan_action

FEREEBEET payload_consumer/install_plan.h, FEEAR%# install_plan_ &%k,

4. download_action

SRENFIFTED

InstallPlan

v

EE#rinstallPlan

v

HInstallPlan

f@Mlpayload
EA T

RSB RslothAR
Bl)=rl
v
FREmetadataff] T&Epayloadik
signaturex/)\ 18
WlhatkfetcherdiAY
#iEdN EiER
' )
FHAEH > Eﬁ%’%{%@f#—%

3<12:'Download Action

FEARBBEETET download_action.cc A payload_consumer/delta_performer.cc, {fEAZ: T
HEHM AR, ¥

HNIZRIZEE S EIREN InstallPlanActions 1%3E8Y install_plan_, FAGEXTEH#H{THEMN, RENEME
N—EEFER, THBEZEN, ETHNSRKET slot iR AARBIEE, FAFIRE metedata
signature 9K/, BEE pﬁ)\/foad KN, BRI fetcher, URITEEREARERIK/,
FafEmet, S9iak curl, ABRFIBEER HTTP/HTTPS/file A RNAIENEH &, HIEET, &
Write X5 X (RE=TEBE delta_performer.cc) , EFRLERE, &3 payload #1715,
HIOERS FETM (BRNARSESEH AR L, payload WHEMSAT 1) . THERMS
W install_plan_, RZHMESMKETH,

5. filesystem_verifier_action
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ﬁgjﬁgﬁg taInstallPlan
: - EFRTORIE
SMEEESXE

e = 5, BEEFASK
** BbTenk

TAkSEES B TRS KIa%

ERERTEE i

I SN BREFSREE
AR EHIRE

3-13: File system Verifier Action

FERILBEET payload_consumer/filesystem_verifier_action.ce; fERRE » REFIE DX,

HNZRIEE L SIRE InstallPlanActions %338 install_plan_, REBHAFAMRNESEDXE

BRW: &F, WEZRLOMERNER; B, ENDEREME. MnafnXS

ol

PER3|, FRHtBEIATXEENMUE, RIESEKUERNOX, RETEAZEEEHT NG
7, BHTENDREERE, RETENDPKE, RERSXEE. BERRTAESXE,

R[EIAL LA, fH install_plan_s

6. postinstall_runner_action

FEBInstallPlan

HtHInstallPlan

¥ [}
HERETIFEN BEmIotNE
AT Fslot
HES R SR A
FERREREE FiEsEEAE
EEHOHAR 1¢
BEREREHK BREEESKE
T P
HEERERFE o] FEERERES
=22 o fi7ES

3-14: Post install Runner Action
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FERBE ST payload_consumer/filesystem_verifier_action.cc, fEBR: RED X,

HNZRIEE L2 IKEN InstallPlanActions 123889 install_plan_, REMRTESE 2R IE RN
EIR, AARRHIHZE RSB IELN. RBIESDXEY run_postinstall BEFAITTE 2 XHINE,
KU P LUREUE 1T EEE, ARMERTEFETHINSX, HBEENEEZN, 8B
FEEH. BNMNOXiEH, REUEHMWENRR, REENRIE. RARABTFHERTHIT, #
WMETREHN. FAAEDXNITEERRE, BHEKMBLT slot BRN T RELH slot, REHHITRA
InstallPlan,

=G 8T Actions lITREE, HERER.

3.2.3 Merge g

BHFREEERARERE, Super PRIAFAIEHEMENANS.

1. AZRHEIRY System

/system mount }

A

p
Idev/mapper/system-verity }

(dm-verity)

A

/dev/imapper/system_a
(dm-linear)
A
o~
3-15: System Partition PreUpdate

2. FEREY
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[ update_engine ]

--___Uestination
s0Urce IS
' { Idevimappér/block/system_b J
[ Jsy8ssin mount ] | (dm-linear)
[0. Ieanystem_a;L./"' \ [len{system_a) len(system_b)]
—\
- & { dm-snapshot } \\
[dim/blsystem-verity — \
(dm-verity) ,g,_,-—-"ﬁ"?:: \.\.. cow ..\\
_— \\ \
Idimibi ’tf ) : ) E\\
mib/system_a
Idim/blsystem_b_base idim/bisystem_cow N
. (dm-linear) Y
(dm-linear) ) ] \
— hY
_— I Y
/devfioopN Free blocks in super
(fdatal.../system_cow_file)

3-16: System Partition Updating

% update_engine FFIAE —NHTHY system R XHIBYE, TREIBLITIES:

(1) BF system_a i&&BIE system_b_base i&& (dm—5 %) o

(2) f£/data/gsi/ota/B R T8I system_b-cow-imgimg.0000 X %, #A/53&1d/dev/block/
loop0 R & ITHH, AGEOE dM-6 8 FE SR system_cow L,

(3) €I dm-7 (dmésnapshot) &%, FERESA system_b,

(4) $TFF dm-snapshot &%, & OTA ARKEHH system.img 5L, RNEHNAR, mEF

T /data/gsi/ota/system_b-cow-img.img.0000 X,

(5) FEMIhZIE, R boot_ctrl Ry SetActiveBootSlot i#k: & _a (B&fslot) B priority
BEig/h MREAME 1) « AER b (E?H&E’J slot) BY priority E3&7 15 (&K) , UK
tries_remaining B9{Ei& 7 6 (FHEEW, /BLAILUER 6 7) -

(1) EALIEFOIEIRE: N :
[INFO:dynamic_partition_control_android.cc(319)] Loaded metadata fromslot B in /dev/block/by-name/super
update_engine: Successfully unmapped snapshot system_b
vold : Disk at 253:5 changed
update_engine: [libfs_mgr]Created logical partition system_b-base on device /dev/block/dm-5
vold :Disk at 7:1 changed
gsid : Created loop device /dev/block/loop1 for file /data/gsi/ota/system_b-cow-img.img.0000
update_engine: Mapped system_b-cow-img to /dev/block/loopl
update_engine: Calling GetMappedimageDevice with local image manager; device /dev/block/looplmay not be
available in first stage init!
vold : Disk at 253:6 changed
update_engine: Mapped COW device for system_b at /dev/block/dm-6
vold :Disk at 253:7 changed
update_engine: Mapped system_b as snapshot device at /dev/block/dm-7
[INFO:dynamicCpartition_control_android.cc(173)] Succesfully mapped system_b to device mapper (force_writable = 1);
devicé'path at /dev/block/dm-7
(2) AERINZE, FEAboot_ctrifiiySetActiveBootSlotEi%K :
[INFO:postinstall_runner_action.cc(376)] All{post-install commands succeeded
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3. OTAFAK5ERG, ER, ubootif slot JiMHE, (Google uboot SEISEH)

(1) BFEFRE slot, YNRiZ slot BY tries_remaining 73 0 MBkid ((RMiZ slot BB, H_b R%KL
SRR, NEXBYNRE a &%) , ASEE priority RS slot #1725 (FHES, ab™h _b &
=) o (2) MEYFETslot B9 successful_boot 0 (OTAARERMING, 2WILEERLD) , T
tries_remaining BUER 1o (3) ¥ slot_suffix BIEEH _b,

4. OTAF4R5eRka, EREEF.

{ system mount }

|

[ /d/m/b/system-verity ‘

(dm-verity)

/devimapper/block/system_b
(dm-linear)

[0. len(system_b_base)] _—" S Jlen(system_b_base) len(system_bjj

\\
w N
dm-snapshot \\

T\ \
base __— Y\ cow \

_— b
ldim/bisystem_b_base Idim/b{system_cow \\
{dm-linear) (dm-linear)

= — \

- f?.l;\;f:gs‘.ﬂ"m A W L Free blocks in super

3-17: System Partition Updated

v
y

(1) 8l dm-018%, {ES system_b/base 1&%& (& super PR system HX) o

(2) B dm-1&%&, fEA system_b-cow-img i&#%& (MR&F data 9 X HH system_b-cow-
img.img.0000 XXf5) - =

(3) GBI dm-2i&&, BREIA system_cow &

(4) tIE dm-318%, BREYH dm-snapshot &% (system_b #X) o

(5) ¥ system D XIEHE dm-3 £ (dm-snapshot I&&) o

(6) RERLBDHIE system D XAEHR, MNRIFDHIXE, 1 system_cow FIERIEHE,
MB35 system_cow ARSI,

fEfirst stage initd 2R AIRIMILE:

init: Creating logical partitions with snapshots as needed

random: init: uninitialized urandom read (16 bytes read)

init: [libfs_mgr]Created logical partition system_b-base’'on device /dev/block/dm-0
random: init: uninitialized urandom read (16 bytesread)

init: [libfs_mgr]Created logical partition system_b-cow-img on device /dev/block/dm-1
init:Mapped system_b-cow-img to 253:1

init: Mapped COW device for system_b at /dev/block/dm-2

init: Mapped system_b as snapshot device at /dev/block/dm-3
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5. BEFEMGE, FFh snapshot-merge,

[ /system mount J

}

[d/m/b/system-verity
(dm-verity)

{ /devimapper/block/system_b }

(dm-linear)
[0. len(system_b_base)] _. — [|en(sys!em7b7hase)‘Ien(systernib)J
dm- snapshot—merge \
base_ '_,,-/"- "\ cow
_— \ \
— \ N
— Y N\
\
/d/m/b/system_b_base Id/m/blsystem_cow N\
(dm-linear) (dm-linear) Y
_— T \\
— e X
/dev/loopN Free blocks in super
(/data/.../system_cow_file) W { 3=

3-18: Snapshot Merge

(1) EBMINGE, A BoetControl B MarkBootSuccessful K31, ¥ successful_boot #1
tries_remaining 184 ls

(2) ¥ dm-snapshot &&i& A mergedR7, R cow 1&&EHM base IKENABTHITEH.

(3) umaped HHEVIEE

(4) &FHMIhZIE, Mkk/data/gsifota B R T img X L& /metadata/ota B R FTHIEXX
(G ‘

v
y

(1) BshsemzfE, JBABootControl#IMarkBootSuccessful bR
[INFO:cleanup_previoussupdate_action.cg(137)] Boot completed, waiting on.markBootSuccessful()

2) #TEH, R3O Gey
17:34:51.739365 [INFO:cleanup_previous_update_action.cc(338)] Attempting to initiate merge.
& Bdm-snapshotamerge:
update_engine: Successfully switched snapshot device to a merge target: system_b
[INFO:cleanup_previous_u pdate_action.cc(302)] Waiting for merge to complete: 8%.
[INFO:cleanup_previous_update_action.cc(302)] Waiting for merge to complete: 20%.
[INFO:cleanup_previous_update_action.cc(302)] Waiting for merge to complete: 27%.
[INFO:cleanup_previous_update_action.cc(302)] Waiting for merge to complete: 33%.
[INFO:cleanup_previous_update_action.cc(302)] Waiting for merge to complete: 40%.
[INFO:cleanup_previous_update_action.cc(302)] Waiting for merge to complete: 48%.
[INFO:cleanup_previous_update_action.cc(302)] Waiting for merge to complete: 55%.
[INFO:cleanup_previous_update_action.cc(302)] Waiting for merge to complete: 63%.
[INFO:cleanup_previous_update_action.cc(302)] Waiting for merge to complete: 70%.
[INFO:cleanup_previous_update_action.cc(302)] Waiting for merge to complete: 78%.
[INFO:cleanup ‘previous_update_action.cc(302)] Waiting for merge to complete: 85%.
[INFO:cleantp’ previous_update_action.cc(302)] Waiting for merge to complete: 93%.

(3) unmapig®, AEERKRdataBR FHImgX .
update_engine: Removing all update state.

(4)” mergeFemo

17:35:21.018875 [INFO:cleanup_previous_update_action.cc(262)] Merge finished with state MergeCompleted.
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6. Snapshot-merge TRE N ~
< < < <
< < < <
& < & &
< < <
& N &L
Q<> Q@ L Isystem ng;%l } Q@
4 N
Mwﬂnappﬂium
(dm-verity)
. J
4 ™
& /devi system_b & &
A@X ’ B\ -linear) g@ y g N7
QS \ ) RS &
QQ S 3-19: Snapshot Merged Q<> QQ

Qr Q¥ N Q>
& » S &
<& <& <& <&
& & & &
<& <& <& &
QQ Q<> Q<> QQ
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4.1 OTA AR

JR4 Android 2B update_engine A &ki2F ZFE# product 7 X. system 73 X. vendor
77X, boot X, vendor_boot 77X, dtbo 77[X. vbmeta 77X, vbmeta_vendor 77X, vb-
meta_system 9 X. vendor_dlkm 53X system_dlkm 53X, init_boot 57X, BRItz FA]

RIEF= MR, %45 update_engine r BT —%£L%HIN8E, LUAE BSPHEHEE,

xR

A X

REREARASE

boot X E#

init_boot 73 X E#
system 73 X E#T

vendor 7 X E#H
systemadlkm K&
vendor_dlkm 93 XE#
product AXEH
vendor_boot 73 X B
dtbo 73 X &

vbmeta ZX®EH
vbmeta_vendor 73 X
vbmeta_system 73X E#
env 73 XEH
bootloader X &3
boot0/uboot 74k
sys_config.fex E#T
sys_partition.fex Bt

X St N S A N

XX XXXy S e

B FENE, BSP WX FERIAZ D AECEEEFE board.dts A, WERFEFEH board.dts
NECE, FEEFH vendor_boot X, MNRFEBDKINFIE ota BHMIAE, oJUSZELUTER
BIRIA S android/device/softwinner/common/vendorsetup.sho
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4.2 H{E OTA P E

fEA OTARBAREX D=1 8!

o TargetFile: B&HIVER HEI4RIFRAM system 22X, boot /X, recovery PXEFERNZ, A
FHIE OTA TEEMNED B,

o OTATEE: BEXXARMENAERNS, FIUNZAIE MRAEZARE LIRS, F
TETREEZE LFIARASRY TargetFile,

e OTAZNE: BEXRARMAMZEFE—TRANALNS, RERFZAFE— MR
FHRBIHEFIRA. FIEEDBRBEZRERRZH TargetFile # = /A48 TargetFile,

4.2.1 {5 OTA RES&
4.2.1.1 FH{EOTAEEHS
1. Android 15 X LA GRF HrZs3T €33 4%,

XEBLL15 + 13 89 grf sdkAfI, NRZ 15 + 14,89 grf sdk, | MK android13_sdk_path 229 an-
droid14_sdk_path B}&],

$ source build/envsetup.sh

$lunch

$ make -j8

$ make --dist [-d] [-v] -m ../android13_sdk_path/

MRFENEFRITER, ?E*H?&‘\E%Yﬁﬁﬂv\ android/vendor/security B%, WEARL, XF
2B, FEML-vSHRERALTERARI,

S$make --dist -m ../android13_sdk_<Rath/ E|-oey

$make --dist -d -m ../android13_sdk_path/ =ITENFARE
$Smake --dist -v -m ../android13sdk_path/ &%

$make —-dist -d -v -m ../android13_sdk_path/ Z&-FETEIFARE

R _ERITEIEFE make -dist -m ../android13_sdk_path/G2BEshER B XHE (target-
files-package) BEN: SOUT/obj/PACKAGING/target_files_intermediates/STARGET_PRODUCT-target_files.zipo =8
SEZERXHE, NEREN: SOUT/signed_target_files.zip 3¥: 4 RLAY target_files.zip X%
ES5EH—RRT, BFREEER OTA €,

2. IEH3F GRF RAFT IR,

$ source build/envsetup.sh
S lunch

$ make -j8

$ pack4dist[-d][-v]
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NRFEXNEGRHITER, BHEXERXXHERA android/vendor/security BR, FEAT, XIF
ZeEMH, EEMLE-vEBRERATLRARK,
$packadist IEL e

$pack4dist -d FFTENFHREL

$packddist -v &2
Spack4dist -d -v REFITENAEE

A ERITEILE packddist GEBEMMEMBIRXHE (target-files-package) E&1F/3: souT/obj
/PACKAGING/target_files_intermediates/STARGET_PRODUCT-target_files.zipo =8E8&RE 7|°E_T$(1q:@,, MERE S

SOUT/signed_target_files.zip 7x: £pLH target_files.zip X HFEESEH—RRE, BTEE4E
B OTA €,

4.2.1.2 OTAG<LHITEIE

1. Android 15 X LAfGhR4s GRF T 81312,

XELL 15+ 13 89 grf sdk A, WRE 15 + 14 89 grfsdk, M andreid13.sdk_path 259 an-
droid14_sdk_path BIA],

make --dist [-d] [-v] -m ../android13_sdk_path/ 5% tbpack4dist[-d][-v]Es SEEROTAERZ T =T 5,
1. £Android 1389targetfile,
2. £Android 1589targetfile.

3. £ merge_target_fileses <, &FFAndroid 13#Android 1589targetfiles

tE targetfile /5 ) B BARAI RER packadistaySay s B—a,

v
y

2. Android 13 &L FThRZs OTA s S H1T1E 1%,

Ks
packddist B2 BEEAER B XAEERNEET TR,
1TargetFile &3

FIERERH OTA AR BARIZN T

[ $ sign_target_files_apks -d [key_path] [unsigned_target_file.zip] [signed_target_file.zip] )

[key_path] AFH key XHXMREFE, HRZEZTEXMH, NWRINERFTEZHN ota &)
EEEIE 4 D key 232 media, platform, releasekey, shared, &8 & LT X 4!
media.pem, media.x509.pem, platform.pk8, releasekey.pem, releasekey.x509.pem,
shared.pk8, <media.pk8, platform.pem, platform.x509.pem, releasekey.pk8, shared.pem
, shared.x509.pem [unsigned_target file.zip] R R E— T E R B X BB TargetFile,
[signedtarget_file.zip] Rnep LIS ZZRY TargetFile,

2. MNE B3 TargetFile 12215 (boot.img,system.img 1 recovery.img)
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(($img_from_target_files [signed_target_file.zip] [img.zip] )

[signed_target_file.zip] "L EZ M TargetFile, [img.zip] R L HHERNRERESE .

3. fRE imgzip, 8 E 8 boot.img,system.img #1 recovery.img £ & E| out/target/
product/[device]/ THE, E# pack BEIAIRRNEH, BERINEH,

4. 4 F¢ ota BISTEE

(S ota_from_target _files [target_file.zip] [ota_full.zip] )

[target_file.zip] RNERLZH TargetFile

[ota_full.zip] Rnar LS EIRY OTA TEE

4.2.2 F{EOTAZEZHE

1. Android 15 & Af5 GRF hRAFT 813 72,

XEBLL 15+ 13 89 grf sdk Afl, NRZ 15 + 14 B9 grf sdk, MR android13_sdk_path 2279 an-
droid14_sdk_path BIF],

XL ERIE E— MR target fileEsnE Aold_target_files.zip, MElandroidiRE R,

1. fEsourcefllunch, $AfGmake installclean && make +-dist -d “v-m.../android13_sdk_path/.
2. RTFEHFFI 150 target_fileAl1389target. file.

3. BERAR,

4. {Btarget_fileE@mARKold_target_files.zip, i ElandroidiE B .

5. make installclean && && make --dist -d -v-m"../android13_sdk_path/,

6. £ Hifull-otaf2flinc-ota, TEAMES . {

2. [EH3F GRF A1 61312

S
KPS BERIE E— MR target fileE & aold_target_files.zip, HElandroidiRE R,

1. fEsourcefllunch, #AFEmake installclean && pack4dist [-d] [-v]o
2. RTFEHtarget_fileo

3. BB,

4. {Btarget_fileEsn & Aold_target_files.zip, HZElandroidiRER.
5. make installclean && pack4dist [-d] [-v]o

6. £ Hifull-ota@finc-ota, TEANED .

AREI

1. ZEDEXIEE IR —RAE 5 W
2. FfF—PERE, BIEMHRRAER— target-file X8,
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5.1 MEIRFALE

5.1.1 &EFM A

¥ ota BLREISMNBEFMEHE N FREPERKEES AT AIREIARND, 1%E4F ota BLHITH R,

1. REEIB S NE AT Settings—>System->Local Update,

2. RAFES NPT RE > RG> AL,

5.2 update_engine_client s $HR, EHTF debug

RUF

bin X HLR5THEE OTA AE&E, TR HRELRRNS

B

payload AFHEUERIMLE, AT LUERhttpEIA =

size AFILE_SIZE £

headers: % fpayload_properties.txt, SANFHEIAERER—iEH

offset: < fE%Fmetadatapayload.bind{R#% ;" Wpayload.bin:1351:7964794/offset 1351

BidadbBALL a2
update_engine_client\
--update \

-follow \
--payload=file:///sdcard/payload.bin \

--Size=624814625\

--headers="
FILE_HASH=65bxQVtEZNdJpfcz7DCyQZDT4UWZgYaR1m4adSswX6g=
FILE_SIZE=624814625
METADATA_HASH=p9G51bC4ZbCUxBe+nyRPfxHNkwEV/6irObVLFclPQ24=
METADATA_SIZE=43017

(\\)

OTARR B

update_engine_client\

--update \

--follow \

--payload=file:///sdcard/update.zip \

--offset=6788 \

--5ize=315116676 \
--headers="FILE_HASH=q8A90+LeJsBEpvoE2yGimQ/CkFfCyq48y60H1Kc/
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FILEZSIZE=315116676
METADATA_HASH=6h4l0R5bhAKdMtIAUeKGVI+ygsPlIn78kji6Rzg/g4Q=
METADATA_SIZE=50062

5.3 Recovery IR TFTHAL (FZIFETE)

5.3.1 Apply update from ADB

1LBEM#IEPCH, 3. E:/update.zipo

2.3# \Recoverys

3.3%EZFApply:Update from ADB,

43T cmd; FiNadb sideload E:/update.zip,
5.%%%4$TENInstall from ADB complete FH4&5E %o
6.3&#Freboot system nowZE B i# Nandroid,

5.3.2 Apply update from TFcard or USB

LEBEHERATFERUE S,

2.3# \Recovery,

3FENTFEZRUA,

4 7ERecoveryZ B Hi%EIEApply update from TFcard or YSB,
5B AR BN EEEFHIREFF EF R

6.%7F$TENInstall from'SD card complete. 74k 52 Ale
7.3%$ZFreboot system nowE EHi# Nandroid.
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7E device/softwinner/ceres / common/storage/config.mk, 2§ virtual_ab fc&,

[ $(call inherit-product, $(SRC_TARGET_DIR)/product/virtual_ab_ota/compression_with_xor.mk) ]

ZELE X 1F OTA FH&fER io_uring. userspace. xor compressions

6.1 io_uring

io_uring & Linux 5.1 A NB—EH# R syscall 1#0, BTZHFRF 10, BRLUMEAZEEHE
REN—ME. Android13 Z1FE OTA ALRBIER io_uring.

#build/make/target/product/virtual_ab_ota
ro.virtual_ab.io_uring.enabled = true

Al aEEd IR B B T FF e R AT RE

6.2 userspace shapshot

Android 13 N E@hAHYIRE, EM A/B"jEF"I‘iE,E.’?’\E’\Jé#i\iES'Z%EE snapuserd A = [al 2B 4
17, @I EMIEhZIEE Ko

[ ro.virtual_ab.userspace.snapshots.enabled = true ]
A

6.3 xor compression

I B 1435 % xor compression HAEFF %o

( ro.virtual_ab.compression.xor.enabled = true )

TEIHRAFTIR 2 [B)7F % XOR [E48F T, WREIN A/B EFRREL 7T EMRFW—LEFT, XORE
BEEAFEFIANTERDTRIAFELR, BNRBAZFMEPIE 4K FH. R UGERIRER
A, AAXORBIEEETEE, HELRIBREEES TES%.

ZINEER B EHRESTF, FEEFTEHIMAG<-enable_vabc_xortrue,

[ ota_from_target_files --enable_vabc_xor true final_target_files full_ota ]
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)
7.1 @&
IR 21E, @id GOTA MAF GOTA dashboard (B3 OTA 1 E =) https://partner.

android. com/ota, KMIERF#EIRFAR. TR OTA EEHRLEEL OTA ZEREG, IRE=EL
GOTAMABM THLZEELRRE, OTA BLETHE, UG reboot, reboot —f=TE
ZERE 2000 1T, ATARMARPESKE, LIBFASBERANEZ R, ANoEHRSTRTE
8 dark FRBIEHE

7.2 BRERARER

o FHEIEZERA dark £/, ERRIBENENE,
o FNEREXHA, BRITMLAF

7.3 BEXFANETE

HERE T ERE, /

[ device/softwinner/ceres/common/media/bootahimation/ )

X8 7ip, ARHEESRs

Hrh, bootanimation.zip AIEEFWMIEIE, bootanimation_dark.zip AEEEFLFNEE,

7.4 [RIE

GOTA ZEZHEERE, STESRIEHIE reboot; HILXFARNERRALRK, reboot reason F=
% “unattended”

@13 B reboot reason, WREEMAL, KEEM persist.sys.unattended_update A
true,

BootAnimation #;IE persist.sys.unattended_update 7 true NI & B AN shEFH B X AFF
MEFRo

OTA merge S/, SEHILE persist.sys.unattended_update 73 false,
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@LW//WER”
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8.1 ALESHIN

8.1.1 OTA FEEE L X#HERE K/

Recovery R@—MNE{T7E Linux EWN— 1M EEBNBRER, eHEBRENNMESXREFITHE,
FTASE—REFNMER S XPNHEMAKNAEBRE, HEEEARBRESXEE REK/)EE
75, OTA FEEM T XEHBEMHXKEIK/

8.1.2 misc 2 XEEFEBHINIRHIZE

misc 73X Z Recovery 5 Android Z [BJHIHFZE, SNR misc 2RBRENBRIE S, SR LEENA
TENEENEIE, M=< Recovery IEER Be KINICIHEER T FE/ERIAY, BHR misc 27X
BYIR &1 = /dev/block/xxx F1E #r$%#/dev/block/by-name/misc B B BN EH LS

root@android:/dev/block/by-namef sl
[rwxrwxrwx root root 2020-11-1007:16 misc -> /dev/block/mmcblk0p10(miscsy X R 5EHE)

root@android:/dev/block # Is -| {
brw-rw---- 1'system root 179, 10 2020-11-10 10:15dev/block/mmcblk0p10

8.1.3 Recovery H%% |

ARSI

recoveryf&z{ T :

1. AN RHES datad X, FrLU&MESIEsnapshot, BERMEHITED BFH Ko
2. R supern Ksize/ NFHEERE, TEREARIIBREENsupers X,
3. MNRsuperp Xsize K FHRGEME, REEAZFIIIRREGNsupersn X,

8.2 #l{F OTA B RirEMEEFM

1. TargetFile ME# 2T LEMIX% /5 7E1E Android I8&H 1T adb pull /system/build.prop 18
ZX M EHBY build.prop X H3YTF TargetFile, fi#EHREF SYSTEM/build.prop, XTLEXFE
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S Q> Q> Q>
*/ §<\, 7/ s<\' 7/ @/
CLMM@A S 3 AR W &9
&

Q@’@ build.prop #NR—%, i\%g@'\lﬁlfﬁﬂ TargetFile xEIEEE'QE&<> <><>
Q@ metadata IEEE?EU&%’D‘W@@TIF’ 9 payload_ propertlegﬁ?( SMAEABREBEFA— ﬁﬁ@?

< <
0& 3. %ﬁ@ﬁ&z&@@a%uﬁs@ﬁ@m META- >|NF>CQ§%>anro.d >metadata , #stgéwuhﬁ
O AFHRE ARTA, &7 o

& & Q &
& » S &
<& <& <& <&
& & & &
<& <& <& &
QQ Q<> Q<> QQ
& O O &
&
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@LWIMIER'
g XHEEE: W

E1E =R

H&*yﬁﬁﬁ ©2024 E’E/'@élu\*‘l’ﬁﬂ&ﬁiﬁﬁa/&ao 1%%_tﬂ$y$Uo

KX RNBRERUERIP, HEFNBEKEL2THERRHERAT ( “2F ) HEHRZ
_t)J*y%Uo

AXHEEEENREFERMRRM ™, RELEPEWFA, EESUMNATFEERED.
fil. B RRJEBRISEATH I EE, BEREFUEAFH LR,

(ot

LWINER LLWIWER LUNINWER®
C ﬁ*ﬂﬁ\g'l—l‘ *‘I’ *ﬁ C (R &£ 75

é)ﬂﬁﬁﬁéuﬂﬁkﬁﬁm NEHIEIEE EME T AASOERAN TR HINEES
%, B, MRSE, WRESBMMEARE,

REFNA

BHEON~m. RSFFUENZESHKELEREROHBRAE ( &) 2EEENHIE
EFMFRAVLIR A PR 2B A D ™~ m. RS AR AIRER A S P LS fE B TEE
Wo ERARNBIAERRIRESRFMMAEXIREE, HREEASENEANR, /K BTRIEER
FYUERTH (BEEFEFINEE, B, BREER) BRITFER, 2T R,

ﬁﬁﬁﬁﬁﬁ%ﬁ RS E BT mRE ARSI EMRE, AXEATERREN, WX
B, 8RR 1TEN. 2EREDELAXEFRHEBNES, EHFTHERBET2REHEIR K
ﬁ%$i&ﬁk$ﬁ%(@%ﬁ?@?@ﬁm BAN. HHEHIRK) ARERILE=ZFNHE
*, ﬁumeAo$Y%¢MWEFL\Z%ELM#TWﬁEH%TYETMﬁﬂY@WO

AR BT R B R S T T 2 S S RIS ANIA A, 7B o = G
SiEh, FAEBERE S AN, EEETRES AR ARIEENET, 2ERE
R SRR T REE S5 VAT B B SUARR (BFIRY . SEANEFRERNE=
B ARA R ARE. B AE RN S,
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