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1.1 FHEWR

X (Ff5F) EEERTLUTIEM:
IARFFTIZIM
« AR TIEIM

1.2 Widevine {&7Y

Widevine @ XEH—HRZT [ IRERE A FhRAGF (DRM) AN ATE], ZATH DRM AR
[Tz BB F R FimiR A s, BlanELildig T BiEE, 2010 F9 8, aWM T LA
7, REREEENHFT RERBEEIRSUNIAESH DRM RIFFEAR, BITE Android EEEHT
Widevine B9 DRM AR, BN T GMS(Google Mobile Service) FAERIAR,

v
y

1.2.1 Widevine E{kiEZ:

%
Widevine i DRM B9—#hi&f4, 7E Android LA, fERABIZRMZEERY DRM 224,
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AT733 64 filBRIA32#F Widevine L1, A733 32 {iERIASZ#F Widevine L3,

2.1 Widevine L3 FE &I

Widevine L3 AR EE TR EEMMEAINIE, WOEM BAFEM Google L% widevine CSR,

fEA2ER SDK, —ARERINRM Widevine L3 AYZHRES H5o

275/ SDK H, Widevine H8XBIENHRTERE: Sandroid/hardware/aw/widevine o

—— Android.bp
—— android.hardware.drm-service-lazy.widevine
—— android.hardware.drm-service-lazy.widevine.rc
—— android.hardware.drm-service.widevine
——android.hardware.drm-service.widevine.rc
—— apex
F—— allowlist_com.google.android.widevine.xml
—— Android.bp
F—— apex_manifést.json
F—— com.google.android.widevine.avbpubkey
—— com.google.android.widevine.pem
F—— com.google.android.widevine.pk8
F—— com.google.android.widevine.rc 4
= com.google.android.Widevine.x509.pem{‘
< com.google.android.widevine.xml

———device

|  ——AndroidProducts.mk

| ——build.sh =
| F——device.mk

|

|

|

|

|

|

|

|

|

|

l

|

|

| | F——linker.config.json

| | “——widevine_generic.mk

| F——file_contexts

|  F——nonupdatable

| | F——Android.bp

| —— com.google.android.widevine.nonupdatable.pk8
|
|
|
|
|
|
|
|
|
|
\
|

—— com.google.android.widevine.nonupdatable.x509.pem
——lazy

—— apex_manifest.json

—— com.google.android.widevine.lazy.rc
\ L——file_contexts
—— prebujilt
|  F—=Android.bp

\
\
\
\ —— Android.bp
|
|

| |~ com.google.android.widevine.lazy.apks

|~ F——com.google.android.widevine:nonupdatable.apks

I ——release

\ F—— com.google.android.widevine.lazy-11868851.apks
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R L—— com.google.android.widevine.nonupdatable-11868851.apks
|~ L——proto

| —— Android.bp
\ —— apex_manifest_minimal.proto

| —— widevine_apex_<info.cpp

| L—— widevine_apex_info.h

—— CleanSpec.mk

F——demo

| |——ExoPlayerDemo.apk

| ——readme.txt

F—1ib32

| —— libvtswidevine.so

|  ——libwvaidl.so

| ——secure

| L—— liboemcrypto.so

F——1ib64

|  ——libvtswidevine.so

|  —— libwvaidl.so

| L—=—"secure

| b——liboemcrypto.so

- manifest_android.hardware.drm=service.widevine.xml
—— nativetest

| F——baseb4_test

| F——buffer_reader._test

| F——cdm_coverage_test

| F——cdm_engine_metrics_decorator_unittest
| F——cdm_engine_test

| F——cdm_extended_duration_test

|  F——cdm_feature_test

|  F——cdm_random_unittest

|  F—— cdm_session_unittest

| F——cdm_usage_table_unittest

| —— certificate_gprovisioning Lunittest

| F——core_integration_test

| F—— counter/metric_unittest

| ——-crypto./session_unittest

| F——device_files_unittest A
| F——=distribution_unittest )
| == duration_use_case_test

| <}—— event_metric_unittest

[ F——file_store_unittest

| ——file_utils_unittest A ;

| ——generic_crypto_unittest

| F——hal_metrics_adapter_unittest

| ——http_socket_test

| F——initialization_data_unittest

| ——keybox_ota_test

| F——libwvdrmdrmplugin_hal_test

| F——libwvdrmengine_hal_test

| F——libwvdrmmediacrypto_hal_test

| F——"Ilicense_keys_unittest

|  F——license_unittest

|  F—— metrics_collections_unittest

| F——oemcrypto_test

| F——okp_fallback_policy_test

| F——ota_keybox_provisioner_test

| —— policy_engine_constraints_unittest

| F—policy_engine_unittest

| k—— policy_integration_test

|~ “F——reboot_test

WRINFRE © HiB2ERHRRNBRAR. RE—IRF
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| “F——request_license_test

|~ ——rw_lock_test

| F——service_certificate_unittest
| | system_id_extractor_unittest
| F——timer_unittest

|  F——value_metric_unittest
| F——vendor

| | F——odk_ test

| | | “——odk_test

| | “——wv_plugin_test
| —— wv_plugin_test

| ——wv_cdm_metrics_test
L—— run_all_unit_tests.sh

£ A Widevine L3 By, FEERNEIREFHAIE XD,
ACERRE L.
AT33:

Sandroid14_grf_sdk/device/softwinner/jupiter/common/secure/config.mko

# widevine config

ifeq (S(TARGET_ARCH),arm)
BOARD_WIDEVINE_OEMCRYPTO_LEVEL :=3 //SZ¥fWidevine L3
else ifeq (S(TARGET_ARCH),arm64)
BOARD_WIDEVINE_OEMCRYPTO_LEVEL :=1 //3Z#fWidevine L1
endif

FET GMS INIERNIEE, EEEXIF widevine, MANBFH apex, EEEIWT:

#widevine config use apex
BOARD_WIDEVINE_APEX_ENABLED := true

ACERR1E 2:
AT33:

Sandroid14_grf_sdk/device/softwinner/jupiter/common/media/config.mk,

ifeq (S(TARGET_ARCH),arm)
WIDEVINE_OEMCRYPTO_LEVEL:=3 //z#fWidevine L3
else ifeq (S(TARGET_ARCH),;arm64)
WIDEVINE_OEMCRYPTO ‘LEVEL:=1 //3z#5Widevine L1
endif

2.2 Widevine L1 FE 52

provisioning 4.0 @#1—1{ Widevine IR &E &, WEEHRSAEITREAIRITIREZTIEX,
MEEFMI&IT.EE, Widevine BE2E 4.0 A5 Android B2 HiTiZINERAEL B HIZEBYIEX,
W AIRA T H—FT INEAEAR, M Androidl4 FFi8, widevine L1 BiREEZEERFEEMA provi-
sion4 IREANA N, RALARY, BRSRFETARNTREIEERSSE L, MAZKRZA
B keybox AR, BRPMIGHEERERREINIEE, XMHERSAKIESREHIBRAELE

WAFRE © BRiBeERHERNERAE. RE—LTIF
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Widevine L1 EE5H XS —HXIR&FIRINH L& widevine CSR XH R aTiniziRS2s, FHSE
BB HXE, REREZ.

2.2.1 BAKiE

GMS: (Google Mobile Service) B FEEIARS -

RKP: (Remote Key Provisioning) iItf2Z A&, #—1 Google 15 AEEFIIAHHLE,

CSR: (Certificate Signing Request) #iF&EZ R15K, MARURIGEIEINEHKAY CSR 22— json £
B

BCC: (BootCertificateChain) {RIEH 5%, MEImGHFER, B MgHHBCC 2MH—,

2.2.2 ARSE

S 1. OEM [ AEAT|EITHIN.

S 2. OEM [ AR 18LER SDK REZ£MEXM patch,

$E 3. OEM | A5 2 EEMHA X

S 4. OEM [ B2 E RKPIEI LA, #tEFRET 123 —Y widevine CSR json X 14

S 5. OEM | BfEA <& RKP EfF A, K4REXZIRY widevine CSR json X4 #t 8 EZE| &AM
ZiEAR S5 280

TR6: ST, K. /
SRBT: OEM FEE~H 5,

(\\)

2.2.3 IRACE

1. Widevine L1 &
ACERRE 1.

AT33:

Sandroid14_grf_sdk/device/softwinner/jupiter/common/secure/config.mko

# widevine config

ifeq ($(TARGET_ARCH),arm)
BOARD_WIDEVINE_OEMCRYPTO_LEVEL ;=3 //3%#fWidevine L3
else ifeq (S(TARGET_ARCH),arm64)

WRINFRE © HiB2ERHRRNBRAR. RE—IRF
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l BOARD_WIDEVINE_OEMCRYPTO_LEVEL :='1"//%#fWidevine L1 J
endif

FEY GMS INERNIEE, EFEXLIF widevine, NIMNMEFEMA apex, BEIWT:

#widevine config use apex
BOARD_WIDEVINE_APEX_ENABLED :=true

ACERRE 2:
AT33:

Sandroid14_grf_sdk/device/softwinner/jupiter/common/media/config.mk,

ifeq (S(TARGET_ARCH),arm)
WIDEVINE_OEMCRYPTO_LEVEL :=3 //&z#FWidevine L3
else ifeq (S(TARGET_ARCH),arm64)
WIDEVINEZOEMCRYPTO_LEVEL :=1 //%#FWidevine L1
endif

Widevine L1 ZER2EH, KB

2. & buffer K/NKE, XHERBIAEERENE 150M (64 {UFRRINITFF, 32 {UFFhiTH)
INRBIBRAD PRI, FERI buffer 1K,

A733 pro3 #12 64 iRE:
Sandroid14_grf_sdk/longan/device/config/chips/a’33/configs/pro3/sys_config.fex.
XHFEEREN T,

[secure]
dram_region_mbytes = 150

AGER
EE: X 1080P ELRELAL20M MENE, ERE L1, BNERREN 36B LLENAR.

3. mediacodec B2 &, #® LL# ik media_codecs_allwinner_video.xml (§& #2: Sandroid/
softwinner/jupiter/common/media/codec/xml_for_|1) @G5 B HEE secure #5238, FIABHE
B,

4. BREITE5RE, TETLEH B8 .

2.2.4 widevine provision T{Ei#3TEE
2.2.4.1 I{E5% - provisioning 2.0

TRNABT R keybox (provisioning 2.0) 7 Widevine &£IZEHIRAZ,

WAFRE © BRiBeERHERNERAE. RE—LTIF
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7% 2-1: keybox g EEH!

# i8R 1T
1 SOC F% Widevine OEMCrypto TA, SoC
2 OEM @ Widevine (3{i&id APFE ] Android JE#1) &%, OEM
3 OEM M Widevine 3¢ Android (i&id APFE) 53K Widevine %A%, OEM
4 SOCH OEM &R TRATRIsELTREZABNITE, ele
5 OEM fli&ig#&. OEM
2.2.4.2 i8&FI{ER - provisioning 4.0 (¥f)
TRNEBT AT33 HFifERAR provisioning 4.0 523 Widevine BIHTIR & & RMAZ.
A FEE
8. £E OEMCrypto v18 Sk EShRS,
7 2-2: provisioning 4.0 B ERE
L M7
1 SOC F% Widevine OEMCryptoTA, SoC
2 SoC =iBEIMBIFAERE Widevine 7EM S A 4E, ole
3 ©OEM @ Widevine (3¢i&:d ARFE @ Android J¥#1) 1&&. OEM
4 OEM SRS NEH EIAMNMHE—I&E®A (UDS) tI2EER. OEM
5 OEM fli&Ei1%%&. OEM
NG
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2.2.5 provisioning 4.0 iRf2ZH A IERIZNT A

Request certificates

Reguest signing @

Issue certificates 9

Provisioning Certificate Signing
Server Server

| Cra—
00O Upload pubkeys Stare pubkays G
- - ) e | CT—
@ (2)
OEM (Factory) APFE Key Database

2-1: provisioning 4.0 X &

1. bfFig&EREMBCC,

L1 X&EEEREFEREFER. BS. TRERER, k&R F. oA fiwEREs.
1.2. BCC, BNEmilEtiE, BkEpIME—RRATMSER,

1.3. Android FPA¥E 1 Android & &R X T &, Widevine 7 living room i&IRHE TR, UM
FMEEPENER.

¥
y

1.4. &G, FEBZ Android 3% Widevine API 3§15 B £ 3] Google #RE,

2. Android/Widevine RESEYE I (5 SRRz B2 R
3. YRBEAHBEEEHRHTRER, NARREEXRIHAXEEIEKE Widevine IRSS28;

3.1. FIL P B, BCCFgEEBRRBHRANENERF,

3.2. BCC BERRSIE PRI ZRIAHAITINE,

3.3. IERB AL IZE Widevine RS 23

4, Widevine fR558310%E BCC HEBHIBEMETERERARTET. NRKFITAEm, NelE—
A OEMMEH ( OEM leaf certificate)s

5. Widevine provision AR55 88 M H %% ARS5285KEX DRM IETF;
6. IR[EI%E M EXAIECE LAFREX DRM IEH

WAFRE © BRiBeERHERNERAE. RE—LTIF
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WiEA

AR M EEPE 1 1 OEM #17 Upload pubkey B9zh{E, HEFE EF CSR VIR, EH CSR XHFHEET BCCHY
pubkey 52, FRAZAE T N THIRENH LF CSR XHFHIPE,

2.2.6 AIEHEMLLEM widevine L1 TIE

SEME| widevine L1, keybox 3% provision 4.0 MitEERALEELRE (23%1) . HHF pro-
visoning 4.0 #l&I T, F& widevine L1 71, FERITAIERMILEM widevine L1, XHFME
IR EIREG EZH CSR XHA SR APRS S FWEIHREINEMEEER, TANALLT

provisoning 4.0 WEKE &,

1. FERATKEKRS, BREHMIL: https://partner.android.com/approvals/

2. BRM1EI6 PR, BIREfTHIE, ©EEF edit “EIL

Not Registered

= Android Partner Approvals | Q ®
oo Keyboxes Manage Devices and Products
@  Upload Report
Q 1 )
Upload Firmware / NEW / 2 3 4
-
Companies (1 Devices (6 we / powasa 2 Device in foffiation
[ Devices ant d Products
o - ‘mom LB | ice Nam.
®  Builds -
| (B | ey,
@ upload RKP CSR nufaet
= e
= [ B |
[ si=) _ B |
- " om
= o
- ‘wm
" M.
- I n 3
¥
- | B )
s
@ Help ¥ | B d urity Level
2-2: FitigE 1
&l 2-2: Bt

3. HNE “edit” f&, %&E” Register “¥ELI:

DRM settings

Widevine Security Level

Device Registration

Please provide a valid number

Mot Registered

Register /

2-3: E#tIgE 2

ZRIDRMATE AR A

4, HNEESEKIMER, FE, WFFEA provisioning 4.0 B9, 0 AT33, SEMHAE
#£” provisioning 4.0 “HY9IEI:

WAFRE © BRiBeERHERNERAE. RE—LTIF
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Note:This registration form is only required for devices thét need keyboxes or will use Provisioning 4.0. It is not needed if the L3 OEMCrypto library will be used.

1. Select Android Platform:

O Mobile O TV O Auto O Wear MOblle

2.Select Board AP| Lexelro.board first_api_level):

, .
ap iR ¥R EFr G ik
3. Select Android Launch version (Ro.product.first_api_level):

4. Select Widevine Provisioning Method (GMS reguires Provisioning 4.0 for Mobile and TV devices launching on Andreid 14 or later)

O Provisioning 4.0 O Keybox ‘L‘I_%: gi%']%ﬁ%ﬁ_%%PIOVlSlonlngfl.O*Eit

DICE

it FFYes

(See Requirements)

= HIC+Androidls, JFGRFZEFF19.2, GRF#EHE18. 4

coaeovens e/, | RRIE B 2K
RS A E

24 FEHIZE 3

5. MERERBEHBINEIRE, A& submit 4R, ZEBHEHMTRM, BIAIER DRM K9
AHIRES, S3EFERRIE keybox 2 provisioning 4.0:

%
DRM settings
Widevine Security Level DRM_LEVEL_1
Widevine System Id 36305
Widevine Provisioning Method Provisioning 4.0

2-5: R IRE ST SE

AFE
AR —BEIME, BEENERIEERG, BRREK, HSUHREIM DRM IIRNERERIERTIR!
B 1C, 1A733, FAHMS B MEES provisioning 4.0!

IRiRFRE © HiBEERIRRBBRAR. RE—IRF
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2.2.7 EAAREE T EIRE widevine CSR json X {ESE

BIRZRIEAIN rkp bin:

cd a733-android15/system/security/provisioner

mm -j16;

¥ =7 a733-android15 out B:M vendor/bin B R4 AL rkp_factory_extraction_tool(lunch 32
fiIAY) 3% rkp_factory_extraction_tool64(lunch 64 fiIAY)

& Z 2t bin XFHEIXEIERAIRE, ARERAUTHLEBITE:

adb shell "chmod +x /data/rkp_factory_extraction_tool64"
adb shell "/data/rkp_factory_extraction_tool64 --output_format build+csr> /data/csr.json'
adb pull /data/csr.json E|Z&#BE R, Ricsrjson>XFHEHR, AEBFBET LERSSR EEFLEAR.

(0 35288
A ERAREETRENEE, (NATFHHIREH.

2.2.8 fEA2E RKP T AIZHY widevine CSRjson X{HIZI1EP B

1. KIRRENSERS E S ARG FBERFRBINI R Android 258, 7 BEHIREAETIRN.

2. F+2k DragonSN TERAZE V3.0.3 & Lit, FA/E$TFF DragonSN TR, $IAAETA" EE
key “JEIN:

WAFRE © BRiBeERHERNERAE. RE—LTIF
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Qr Qr Qr Qr
X % % Y
@LNIM \&5\/\/ Q\s\\/\/ Qﬁ\/\/ . Q&Q/
XpER: WE
9}
{&%mgonSN V3.0.3 QQ QQ Qﬁ
Q@ O & QQ
O | key-extraction | S < ~
QQQ key-widevine | S QQQ
OlmEistts Lwssr LiESgsesskey MEEEs M BzhEs F1, v
N\ N N\ Qr
<>§v\
QQ
<
QQ
O
<&
O
Q<>
&
&
7
B
Q<>
O
&
&
&
QQ &
< 3. —HEZEREW I < <O
Qr N\ S Qr
\,\7\ / s@ / s(\% / \,\7\ /
2 2 2 2
& & & &
< < <
QQ QQ <>Q QQ
& <& O &
O
<>0 Q<> BRI © iéki’éé%ﬂ&ﬂ&fﬁﬁm@ﬁ]@@%—tﬂﬂﬂ <>0
QQ QQ SRR B8R aw»document@@%ner‘tech.com QQ 17
& & & &


mailto:aw-document@allwinnertech.com

@LMIIIWEI?~
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#4 DragonSN Config Tool

FE = | B =3
1 key-extractlon EEF
2 keyv-widevine EEF
3 chipid 36
4 reported-serial SEpi
i dn > HitE

2-7: DragonSN 1&& 2

4, S&E A %L BLE key-extraction, HEXXHFREFRE, XBRFEND Htest BR,

HAE” 2B widevine “EIN, BB ERE:

Config liem
xm [P B
B ik -]

(@yi@ﬂ? |ke*_: -extraction

BrEG  [Dest d—

HiEE |

L#TER  |2EDragonlRkPETE x|
Hwidevine M &

i

2-8: DragonSN 1% & 3

5. RE” A0 K, ECE key-widevine, BENXNMHFREFEREI, XEBEEEFEND B test BR,

HA%k” 2B widevine “YEIR, BB GEHRE:
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Qr Qr Qr Qr

&7 &7 &7 &7
(Bimes’ 3 S XHER: HE Q@
& QQ
<O Config g@m O oy <O
& & <&
QQ QQ QQ QQ
o O #E |re EFS o
& <O O O
QQ & <O QQ
O & oy e e | O
Key:SFR |kE'r'-WidE'u'il'|E |
BiFIEE  [Ditest & |
FRETE  |2EDragonlRkP FETE v
& -l & &
&7 @ © o7
QQ <O & QQ
<& & 2-9: DragonSNigE 4 <&
& <O & &
& & <& &
& <& O & &
Q@ <& <O Q@
6. |ET A I @%ﬁ chipid, BZE key type ?ﬂie?use, iEBERE &
O S S O
& O O &
Config ltem
&
&7
Qﬁ
&
<O
&
<O
&
<O
&
<O
<& O 0 QQ
O N < K
2-10: DragonSN i&& 5
7. |RE B %W, BLE reported-serial, BZE key type A flash, EEEBEERE:
N Q¥ Q¥ N
3 D2 D 2
O <O & O
& O & &
QQ QQ QQ QQ
& <O & &
&
& RIS © BEeRRERHERAR, RE—IF &
& O & &
QQ QQ SRR B8R aw—document@@%ner‘tech.com QQ 19
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Q¥ Qr Qr Q>

*/ S<\, 7/ (\/ 7/ @/
C Lwlmg‘% Q\\ <>§ e Q<>§
& Q<>
<O Config <t>éi’n O = <O
< < <
<><> <> <>Q <><>
O oY B | 2 PR <O
< & < &
QQ <& <O QQ
O ol wEER [E O = O
Keyigdr  |reported-serial %
keytpe [fash 4 =]
EMEiss | |
FHRHETFER1E | |
& & ®E O &
&\,\%/ ,\%/ §\ ~ &(V\/
& @I RS RS
Q<> QQ Q<>
Q<> <> l 2-11: DragonSN I8 & 6 <> <>
< <>
<>Q Q
<><><> 8. MESREH Dr%ggj%N SE3% FA 4 usb, ;em;%éﬁ Drago au@%ﬁy T
O EIRENBINBVFTEN ‘
Qr Q¥
\’V\/ @/
2 2
< <
O <O
< <
O <O
< <
O <O
< <
O <O
< &
<><> QQ
& O
N & N N
@/ s@/ s©/ \'V\/
D2 2 D2 2
O <O & O
< < < <
<>Q <><> QQ <>Q
O O & O
&
<><> Q<> BRI © ﬁk@@*f4&ﬂ§fﬁﬁr®m©@aa—tnwu <><>
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< 2 & <


mailto:aw-document@allwinnertech.com

Qr Qr Qr Qr

/\%/ @/ S@/ \/\%/
C“WM@A 3 S SR W <>©§
\ &
DragonSMN V3.0.3 <& <& ™
QQ@ QQ ©<> QQQ
< key-extraction | S S | S
& <&
@6 key-widevi QQ
S ey-widevine | | S
U ehigteie lwBEdr LESaEssisskey MbpEgs M BinEs FA, v
0. IETEIRMkeyH, iﬁ%%ﬁ%‘zusbf%' it o
1. Lkey- e,%tractlun = {"build fingerprint il i 8 sl e .
Eudﬂqha%ﬁobmdl anyaWSDeGSBbeBa &Z}Hv'fTUzN1chmeTKItN%@VTTUzN}flwcmSEH " S
o widevine = {"build_fi erprlnt i it il Q:\\
GFOEWZ sb 2Nr ZW o2l zdG VL 3B K HDKE:-:I n:]mi-i'sG gEDEtF}rdm‘f@ Oy ¥ 3BhdGNo¥ 2% 1 dmy S
<& P O T RN U R <&
& chipid = CiFGHRREREN R RO R £ Q
d, reported-serial = BICERREERRNE i Q Q
<& >
Q<> QQ
S key save path:
QQ D: ‘\tegt\uupl|:|a|:1130<§<1> ““"“”“’“@’“M““
X oA S
F Al
15 HY AR
€ >
N4 Q¥ N
*/ \\/ N 7
S ﬁ\ﬂ’ S &(\/ S *\x
& n O
EE 55 wE |
& &
& & &
Q<> o 2-12: DragonSN ?EHYEJ@}%?%E QQ
& <& & &
<& & & <&
Q@ <& Q@ Q@
9 i&)\ﬁﬁﬁiﬁﬁiﬁ%ﬁ%’\]i#%ﬁ@@ widevine (5§82, LHEAEMNRE D £ test BR, AKX
BHENNER. BT LEAEET key-extraction # key-widevine, EIL&TE D:/test BR&E
A% 2 1 json X, 73512 key-extraction # key-widevine B934 :
I (DY) » test
}up\oadloc\jHwinnerjAHwinner}{.h 7_pro_arm64}{ Mkey-extraction}json 2024/11/13 10:01 J’:N s - 3KB
| uploadtool_allwinner {Allwinner}{.55/_pro_arm64)1 Kkey-widevine}json 2024/11/13 10:01 JSON iEszfs 2 KB
N\ & 2-13: ?ze%tHEEE’J csrjson X4 N N\
\/\7\/ s©/ \/\7\/
<>* 0* 2 o
<& Q</
ﬁ%ﬁ(ey extraction & 4)%&" 1*%@ devine “&IN, At key—e@%ction ZFEREE keymint F1
Qevwdevme B CSRER, ﬁD}KC ©<> 06
<&
& L R © HsashERHERAT. RE—IHA <&
<& O <&
QQ <\<\ SRS 5 aw- document@z{/ﬁﬁner‘tech com QQ 21
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confi %k/\ B confic okl B uploadtosl_allwinmer_{Mllwinner}{% o _pro_armé4} {0000000000000000000} {key—extraction} jsénfd
LR

cmR1YnVnL3J1bGVhc2Uta2Vicw==", "name" : "default”, "reported~serial":"0000000000000000000™}
XJkZWI1Zy9yZWx1YXNILWE 1eXM="), "name" : "widevine", "reported-serial™:"0000000000000000000™}

2-14: €81& keymint 1 widevine B9 CSR{E 8

i key-widevine MR &4 widevine B9 CSR1EE, T

=l uploadtool_allwinmer_{Allwinmer] #e!_pro_srmé4} {0000000000000000000} {key—widerine). jsonkd |
AYXNILWE1eXM=", "name" : "widevine", "reported-serial":"0000000000000000000™}

2-15: 214 widevine I CSRE R

10. ERFEELHF keymint #1 widevine;" BT L E1& key-extraction B9 json XfF; BEREELHF
widevine, R _Ef% key-widevine B json XHFEIA],

2.2.9 {#FH£E RKP T A L% widevine CSR json X{FIE(ELE

THIEMNESZEEFLT —FEIATF RKP LEMW T E—DragonURKP, £15 LFIR(EERES,
T2 FEME DragonURKP TEM MR ETE—A B LLUEEIRR Google =hRSS (Google Cloud
Service) MILRVEBAN £, RKPEfZIFAMIRIEL BSE (DragonURKP_ {EFIER) , ZERIEm™
B]7£ APST 1 DragonURKP T AL % B R T IREL

RENHIRAY CSR json XX, HF EEFErALASNN, FLLASE EERTLUEEIMEIT LF CSRX
4% Google =ARS

AEE y
2.2.10 ;FE=m

1. Google Cloud Service ﬂﬁ'é/ﬂil\)MADA ZERCERIE. I TEFRINM RKP EAKiXL4 MADA OEM, #
568 MADA OEM 1T L5181k,

2. I #TRPRMEZEEMAL KN Android GMS Elff, BItEHHREEEERRBEIZT—R Android &
%, ZeEMREAESRN.

3. QA FERIES—&8IRENEAC LEMRT), &F LEX EEXBIESH GMS RS B EMRSMBMITIBIL
KMo
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3.1 provisioning 2k

3.1.1 provisioning 4.0 [fiF

KRIFIRERE LETH csr XHEIBHRS B2 E, BETRERLKEFTENARIRSS[EIT provi-

sion #2fF, BM#HITIZIZZIANECERINIRIE, AIZWT:

WAFRE © BRiBeERHERNERAE. RE—LTIF
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( Auwiner

X

Widevine CDM

|._______

rkpdapp

Google network
database

|:|~1 ProvisionRequest i

2 fetch'WidevineCertificate

!

L

. — 3 sendMNetworkReguest:

L
i
i
i
i
i
i
i

G extract 5$stemld from Certificate

T isProvisiened from Systemld

<

II ' . - -
5 provideProvisionResponse 4 WidevineCertificate
‘ ‘ e

8 provision successful

il

3-1: BIARIDRIE

ARIRIEEM widevine 1RiR, BRARLKBHM rkpd
1% &H provision BB E, iA provisioning 3&

EENRERIEE— 2 FEERMIZ:

app RiR, RITIZHBIEERSR, = AT
BERRIEE.
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Auwiner
C XS W

Widevine CDM

i

i

i

i

i
L

1 Provision Request :

2 generate O=M leaf_Cert

]

3 exiract OEM priv_key from Cert

——4 Provision Request—M»
-5 generate DRM leal Cerf=|

= 3-2: 2 SWERE

3.1.2 provisioning 4.0 ;i

E1&5¢ widevine CSR json X {45, BX EIMM, H#aIA provisioning 4.0 @S EE T
EE logcat #7TED, WRLTH, BBEWTHIEESE:

Provisioning successful.

17

This device has already been provisioned with its WV cert.

WAFRE © BRiBeERHERNERAE. RE—LTIF

XA4IaRA R f5: aw-document@allwinnertech.com 25


mailto:aw-document@allwinnertech.com

(izi:LM”ANER"
% X W

FlpdWidevine

root

sioned w

3-3: provision BZHAYHEFTED

WMREM, B=FHWTAE RkpdWidevine FIEEIRFTEN:

:/ # logcat | grep RkpdWidevine

b9-03 11:13:38.562 2955 6627 I RkpdWidevine: Starting WV provisioning. Current attempt: 1

2955 6627 E RkpdWidevine: Server request for WV certs failed. Error: 401

: 2955 6627 E RkpdWidevine: WV Provisioning fatiled.
p9-03 11: 13 39.259 2955 6627 E RkpdWidevine: java.1io.I0Exception: Failed to request WV certs. Error: 401
99-03 11:13:39.259 2955 6627 E RkpdWidevine: at com.android.rkpdapp.provisioner.WidevineProvisioner.sendNetwor
equest(WidevineProvisioner.java:199)
p9-03 11:13:39.259 2955 6627 E RkpdWidevine: at com.android.rkpdapp.provisioner.WidevineProvisioner.fetchWidev
eCertificate(WidevineProvisioner.java:170)
p9-03 11:13:39.259 2955 6627 E RkpdWidevine: at com.android.rkpdapp.provisioner.WidevineProvisioner.provisionW
levine(WidevineProvisioner.java:145)
p9-03 11:13:39.259 2955 6627 E RkpdWidevine: at com.android.rkpdapp.provisioner.WidevineProvisioner.doWork(Wid
ineProvisioner.java:98)
11:13:39.259 2955 6627 E RkpdWidevine: at androidx.work.Worker$startWork$l. invoke(Worker.kt:64)
2955 6627 E RkpdWidevine: at androidx.work.Worker$startWork$l.invoke(Worker.kt:64)

2955 6627 RkpdWidevine: at androidx.work.WorkerKt.future$lambda$2$lambda$l(Worker.kt:100)

11:13:39.259 2955 6627 RkpdWidevine: at androidx.work.WorkerKt.$r8%$lambda$06LNzu7McnKR6GO6TSbTfQ2BCegc
.kt:0)

11:13:39.259 2955 6627 E RkpdWidevine: at androidx.work.WorkerKt$$ExternalSyntheticLambda2.run(R8%$4$Synth
1cClass:0)

2955 6627 E RkpdWidevine: at java.util.concurrent.ThreadPoolExecutor.runWorker(ThreadPoolEx{
2955 6627 E RkpdWidevine: at java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolE

2955 6627 E RkpdWidevine: at java.lang.Thread.run(Thread.java:1012)

2955 7664 I RkpdWidevine: Starting WV provisioning. Current attempt: 2

2955 7664 E RkpdWidevine: Server request for WV certs failed. Error: 401

2955 7664 E RkpdWidevine: WV Provisioning failed.

2955 7664 E RkpdWidevine: java.1ilo.IOException: Failed to request WV certs. Error: 401

3-4- provision KHY B EFTEN

(\V

(10 3588

AR SMEEN csr MRELRMTNH LEAAR, ARARENESE—X, BREEHEEHTLERERN, BFRSFR
i, EA csr KRFEARTEBRIEEFRSSE L.

3.2 GMS iz

widevine ;#7289 GMS MW, & GTS A VTS, HAb:

3.2.1 GTS

run gts -m WvtsDeviceTestCases -s serial_name -logcat-on-failure

WAFRE © BRiBeERHERNERAE. RE—LTIF
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run gts -m GtsYouTubeTestCases -s serial_name -logcat-on-failure
run gts -m GtsMediaTestCases -s serial_name -logcat-on-failure

run gts -m GtsExoPlayerTestCases -s serial_name -logcat-on-failure

3.2.2 VTS

run vts -m VtsAidlHalDrmTargetTest -s serial_name -logcat-on-failure

AFEE
FE: WFZHF widevine L1 B9ig &, 7EMid GMS 250, HAEMHMR LR provision iK%, BFFiE GMS
Mzt

3.3 Exoplayer i

BRI h264. h265f1vpd ML L E, APK EEA andreid/hardware/aw/widevine/demo,
NS clear FHENFRAEELEE; & secure video path IFHEMAR—EFTE L1 XEF, W0
REHRERA L3 B4, EME L1 RN R EEREME 108, ToZ B L1 @5 2RI,

(1) %%t ExoPlayerDemo.apke
(2) Widevine DASH Policy Tests (GTS) —->WV:Secure video path required(MP4,H264)
(3) FEHUET 10 #3R7 L1 TIRESZARTY:
MiXHE hdcp FHENFIR.
NG

3.4 disney plus Mz

BREIE THE BN ATE provisioning 4.0 7, BE widevine L1 7 BER BT RIS,

3.5 prime video iz

AMEE T EHAL S FTE provisioning 4.0 T, fNRBERER 1080P &EER, #PH widevine
L1 THEEIE®,

WAFRE © BRiBeERHERNERAE. RE—LTIF

XA4IaRA R f5: aw-document@allwinnertech.com 27


mailto:aw-document@allwinnertech.com

@LWIMIER'
g XHEEE: W

E1E =R

H&*yﬁﬁﬁ ©2024 E’E/'@élu\*‘l’ﬁﬂ&ﬁiﬁﬁa/&ao 1%%_tﬂ$y$Uo

KX RNBRERUERIP, HEFNBEKEL2THERRHERAT ( “2F ) HEHRZ
_t)J*y%Uo

AXHEEEENREFERMRRM ™, RELEPEWFA, EESUMNATFEERED.
fil. B RRJEBRISEATH I EE, BEREFUEAFH LR,

(ot

LWINER LLWIWER LUNINWER®
C ﬁ*ﬂﬁ\g'l—l‘ *‘I’ *ﬁ C (R &£ 75

é)ﬂﬁﬁﬁéuﬂﬁkﬁﬁm NEHIEIEE EME T AASOERAN TR HINEES
%, B, MRSE, WRESBMMEARE,

REFNA

BHEON~m. RSFFUENZESHKELEREROHBRAE ( &) 2EEENHIE
EFMFRAVLIR A PR 2B A D ™~ m. RS AR AIRER A S P LS fE B TEE
Wo ERARNBIAERRIRESRFMMAEXIREE, HREEASENEANR, /K BTRIEER
FYUERTH (BEEFEFINEE, B, BREER) BRITFER, 2T R,

ﬁﬁﬁﬁﬁﬁ%ﬁ RS E BT mRE ARSI EMRE, AXEATERREN, WX
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